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A PI Y AddScanFilter(int filtertype, java.lang.String filterString)

Prepare a scan filter to include only specific peripherals in the scan results set
it can be called multiple times: filters will work in AND
You can then remove filters with RemoveAllScanFilters()

ClearProvision()
Cancels all certificates of previous provisioning

Connect(java.lang.String address, java.lang.Boolean security, SecureUartOverBLE_readyCallback readyCallback)
This function can only be used after a successfull initialization of the ble object

/ I\ 2 AA P I It will start a connection attempt to the peripheral with MAC address equel to parameter "address"
/ O l [ ] DeInitialize()

This is the De-Initialization function.

Disconnect()
This instructs the BLE object to disconnect from the peripheral is connected to

Initialize(SecureUartOverBLE_initCallback callback)
Main initialization function: this MUST be called after the object has been instantiated and represent the beginning of all BLE initialization

Send(byte[] bytes, SecureUartOverBLE_txDoneCallback cb) IsPhoneProvisioned()

This is one of function to send bytes over the Secure Uart Over BLE. Checks if phone contains a valid Certificate Chain

SetProtocolDisabled() Provisioning_GetPhonePublicCertificateZip()

Use this function to disable SecureUartOverBLE protocol and make bytes transfer without any header or protocol EXTERNAL PROVISIONING FUNCTION: This function is the open door to the AndroidKeyStore to retreive the public certificate of the
smart device.

SetReceiveBytesCallback(SecureUartOverBLE receiveCallback rcvcallback)

This function sets a new callback to receive data that are sent on the Secure Uart Over BLE. Provisioning_SetCertificateChain(byte[] bytes)
EXTERNAL PROVISIONING FUNCTION: This function is the open door to the AndroidKeyStore to inject a new Certificate Chain obtained with

StartScanActivity(SecureUartOverBLE readyCallback readyCallback) an external function, coming from an arbitrary provisioning system

Once a bleobject has been initialized you can call this API to launch a Scan Activity that will

show you the peripherals in range base on the scan filters used (if any) RemoveAllScanFilters()

When you will tap on a peripheral, the library will attempt to connect to it and will report the Remove all scan filters added with public void AddScanFilter(int filtertype, String filterString)

result of this attempt in readyCallback ResetSavedMacaddress ()

StartUSBProvisioning(boolean uiactive, SecureUartOverBLE provisionDoneCallback callback) Clears the stored MAC address used in previous connection

Used only for tutorial purposes, it opens an Intent receiver to provision the device through USB -

StopUSBProvisioning() This is one of function to send bytes over the Secure Uart Over BLE.
Used only for tutorial purposes, it stops USB provision previously initiaded by

public void StartUSBProvisioning(boolean uiactive, final SecureUartOverBLE_provisionDoneCallback callback) Send(byte[] bytes, boolean showprogress, SecureUartOverBLE_txDonecCallback cb)

This is one of function to send bytes over the Secure Uart Over BLE.

Incorporated. kiR tX Ffr



.. | JU —
e o

A B QA - - whhe AL L

2° % a

A\ W

*BLEE’JUARTﬁé’

\
A
HH

MICROCHIP

MASTERs 2019

SecureUARTOverBLEFE

EANHRERF RF6MAPI:

(il

A

¢ m%&ﬁ‘ SecureUARTOverBLE bleObject = new SecureUARTOverBLE(activitycontext);

¢ Wﬁﬁﬁt?*i)?' bleObject.Initi

o i@%
. Rk
- B
¢ ﬁl‘?ﬁ@]ﬁﬁﬁﬁ- bleObject.Del

bleObject.Send(bytes);

bleObject.Connect(null,

lalize(null);

false, null);

nitialize();

bleObject.SetReceiveBytesCallback(new Receive Callback());
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o (EREMNHPEHBLER — 3 EREAGZ, R 5222 Box J7 V%4 n] gefE HoAh
J7 THAFAE 2 5k i . OOBRCXT 22K W & ELF RN HLEE, IX 38 Inise 25 A,
T EL 8 T AR 5 (R UE QOB 182 %2 42 (1], 3 AX B 2 — A o A F 1 -l i
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https://www.digikey.com/eewiki/display/Wireless/A+Basic+Introduction+
to+BLE+Security

© 2019 Microchip Technology Incorporated. fR1XFR A - ‘ C20L16 BLU15 LIKT K25



.. | JU b y - - "~
= -~ e o A Y VB QA v - wmhe A% - - W\ - 2° 3 a ‘ A ! > 3] 4 4d_ 9 ‘

- e ,"BLEE’]UART&‘%’:&% e
MICROCHIP A BERAR R FIE? ,3

MASTERs 2019

EIEECDH® A, LEZiEm P I HEERRCN
VEXT W BT T B N X B8 71 B 5E T LEAR IR R 1 AE [R5
e B, Wi N P 3R e ]
7%, BRI 25 5% 2IMITM B

https://www.digikey.com/eewiki/display/Wireless/A+Basic+Introduction+to+
BLE+Security

© 2019 Microchip Technology Incorporated. fR1XFR A - C20L16 BLU15 LIKT Fr26



MICROCHIP 3
o

MASTERs 2019
ETBLERUART A4
AT A B R R V7

. L'%WOOT 2013 |, Mark Ryank® T — w30, Xt

BLER] §E [ 1 Bﬁiﬁzuﬁmﬁ@w FE At BT FE I ) By
|, Iﬁzu%ﬂih NMEITEANDYIE FILL REJECT IND
hxo SR, X 5 I BT S BT K SR I
éﬁﬁ%ﬁﬁﬁﬁﬁ %Hx%ﬁwazﬂﬁﬁmﬁﬁﬂf%ﬂ W2 m] B
T IR — B A e AR, KA, I
= g Ja i &
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https://developer.apple.com/documentation/security/certificate_key and_t
rust_services/keys/storing_keys_in_the_secure_enclave

Android ™RE ST REI BB EH

https://source.android.com/security/keystore
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SECURE_UART_OVER_BLE =int ma in(void)
M C U =d| Dependencies {
P [=d| Output Files system_init();
. b _;-:I Libraries delay init();
ﬁ 4 L‘j_src system interrupt _enable global();
b [ad ASF suob_aes_test();
b [ config
b [ cryptoauthlib i .
4 B b suob_app_init_hw();

while(!SUOB_INIT_COMPLETE);
C suob aesl128cbhc.c

suob_aes128cbc.h while(l)

suob_app.c

suob_app.h {

suob_bm71 configure mode.c SUOb—APPL ICATION ( ) ;
suob_bm71 configure mode.h }

suob ecc certificate.c _}

suob_ecc_certificate.h
suob_ecc_interface.c
suob _ecc interface.h
suob_hw abstraction.c
suob_hw abstraction.h
suob_ms_elapsed.c
suob_ms_elapsed.h

Al O | (6T O 0O |F |05 O T

suob_transmission_queue.c
h suob_transmission_queue.h
h asfh

El main.c
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SLOT # Assignement READ/WRITE SIZE(bytes)
0 - Private Key of DEVICE LOCK 36
1 - Not used OPEN 36
2 - Not used OPEN 36
3 - Not used OPEN 36
4 - Not used OPEN 36
5 - Not used OPEN 36
6 - Not used OPEN 36
7 - Not used OPEN 36
8 - Not used OPEN 416
9 - IssuerlD + Signature of DEVICE OPEN 72
A - Public Key of SIGNER OPEN 72
B - SN + Signature of SIGNER OPEN 72
C - Issuer of SIGNER + Public Key of CA OPEN 72
D - Not used OPEN 72
E - Not used OPEN 72
F - Not used OPEN 72
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«  MicrochipZ4: IEAI]
https://www.youtube.com/watch?v=TdexOLD33bs
* https://developer.android.com
* https://developer.apple.com
* https://microchipdeveloper.com/ble:bm70-app-example-transparent-uart-auto-pattern-test-too
* https:/lasnl.io/asnlplayground/
* https://www.digikey.com/eewiki/display/Wireless/A+Basic+Introduction+to+BLE+Security

. https:/lwww.design-reuse.com/articles/39779/security-considerations-for-bluetooth-smart-
devices.html
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Microchip ) 4 Fr fIEbR 204 . Microchip#idr. Adaptec. AnyRate. AVR. AVR#Fr. AVR Freaks. BesTime. BitCloud. chipKIT. chipKIT#Fx. CryptoMemory.
CryptoRF. dsPIC. FlashFlex. flexPWR. HELDO. IGLOO. JukeBlox. KeeLoq. Kleer. LANCheck. LinkMD. maXStylus. maXTouch. MediaLB. megaAVR,
Microsemi. Microsemiff{fx. MOST. MOST#}r. MPLAB. OptoLyzer. PackeTime. PIC. picoPower. PICSTART. PIC32#4#. PolarFire. Prochip Designer.
QTouch. SAM-BA. SenGenuity. SpyNIC. SST. SST##x. SuperFlash. Symmetricom. SyncServer. Tachyon. TempTrackr. TimeSource. tinyAVR. UNI/O.
Vectron &2 XMEGA Microchip Technology Inc. 7 35 [ FH A [ 52 B X 8035 4% o

APT. ClockWorks. The Embedded Control Solutions Company. EtherSynch. FlashTec. Hyper Speed Control. HyperLight Load. IntelliMOS. Libero. motorBench.
mTouch. Powermite 3. PrecisionEdge. ProASIC. ProASIC Plus. ProASIC Plus#i#r. Quiet-Wire. SmartFusion. SyncWorld. Temux. TimeCesium. TimeHub.
TimePictra. TimeProvider. Vite. WinPath#1ZLjJyMicrochip Technology Inc. 7 25 E #3E i bx o

Adjacent Key Suppression. AKS. Analog-for-the-Digital Age. Any Capacitor. Anyin. AnyOut. BlueSky. BodyCom. CodeGuard. CryptoAuthentication.
CryptoAutomotive. CryptoCompanion. CryptoController. dsPICDEM. dsPICDEM.net. Dynamic Average Matching. DAM. ECAN. EtherGREEN. In Circuit Serial
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